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What is 1+1?
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Congratulations!

You are HUMAN!
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Who am I?

Johann Rehberger 
@wunderwuzzi23

 

Enjoy breaking and helping fix things.

Established multiple offensive security teams. 

Love learning new things and teaching.

https://www.amazon.com/gp/product/1838828869/ref=as_li_tl?ie=UTF8&camp=1789&creative=9325&creativeASIN=1838828869&linkCode=as2&tag=wunderwuzzi-20&linkId=b6523e937607be47499c6010ff489537
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but also very brittle!

Machine learning is powerful
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LLM Applications and Agents
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Prompting Threats
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Prompt Injection 

TTPs
Data Exfiltration

Automatic Tool Invocation

Memory Persistence ASCII Smuggling

Scams, Disinformation, Phishing

ANSI Escape Codes

Trust No AI: https://arxiv.org/pdf/2412.06090
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Command & Control 

with 

Prompt Injection

See BlackHat Europe Talk: 

SpAIware and More - Advanced Prompt Injection Exploits in LLM Applications
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Initial Infection

wuzzi.net

Github

Receive Continuous 

Instructions

ChatGPT

Memory

Prompt Injection Based

Command and Control
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Initial Infection ï Persisting in ChatGPTôs Memory 
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Demo: Prompt Injection Powered C2
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Continuous Instructions
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Initial Infection

wuzzi.net

GitHub

Receive Continuous 

Instructions

ChatGPT

Memory

Data Exfiltration??
But how?

url_safe

Prompt Injection Based
Command and Control
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blob.core.windows.net

URL Safe Bypass
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blob.core.windows.net
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Image rendering from windows.net  domain has been 

mitigated (url_safe bypass fixed)
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So, What is an AI Agent?
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AI Agent

Perceive Reason Decide Act



embracethered.com

Perceive Reason Decide Act

OODA Loop
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Computer-Use Agents and the
Drop-In Remote Worker

An agent that joins your company, is onboarded like a new human hire, 

messages you and colleagues on Slack and uses your software, makes 

pull requests, and that, given big projects, can do the model-equivalent of 

a human going away for weeks to independently complete the project.

Source: Situational Awareness, Leopold Aschenbrenner
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ChatGPT Operator
(Now part of ChatGPT Agent)
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